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We are pleased to share this information created by National Online Safety to 
empower parents and caregivers with the information they need to have informed 
conversations with their kids about online safety. 
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CUSTOMISE THEIR EXPERIENCE

GET YOUR OWN ACCOUNT

BE MINDFUL OF CYBERBULLYING 

CREATE A ‘FAMILY’ GOOGLE ACCOUNT

DON’T ASSUME YOUR
CHILD IS TOO YOUNG

What parents need to know about

YOUTUBE

YouTube is an online platform - owned 
by Google - where anyone can upload & 

information, advice & entertainment are 
uploaded & billions of people tune in to 

watch, rate & comment on it. As a parent, 
it’s important you understand exactly what 

content your children might be seeing.

? ? ?

?

??

?

?

Meet our expert

A
GE RESTRICTI O

N13+

In�uence & control what your child watches using features 
such as Playlists (your videos play continously rather than 
videos YouTube recommends) & Subscriptions (you choose 
channels your child can watch). It’s also good to turn o� 
auto play by toggling the blue button alongside the “Up 
Next’ title when viewing a video.

Create a Google account to be used 
by the shole family. This will allow you 
to monitor exactly what your child is 
watching, uploading & sharing. Plus, 
your child’s YouTube page will display 
their recently watched videos, 
searches, recommended videos & 
suggested channels. 

Create your own account so you can explore features yourself. 
Learn how to �ag inappropriate videos, how to moderate 
comments & how to block users. This will help you feel more 
con�dent when providing advice & guidance to your children.

Once your child has posted a video, a worldwide 
audience can see it. Strangers may choose to 
comment on the video, both positively & negatively. 
So, be careful to check comments & any other 
interactions your child is making through the platform.

It’s good to know which channels are most popular with your 
children. Some of the most popular channels right now are: 
PewDiePie, NigaHiga, Zoella, KSI, JennaMarbles, Markiplier, 
Smosh, ThatcherJoe & Casper Lee.

YouTube and YouTube Kids are quickly becoming the chosen 
viewing platforms for children between the ages of 3-15 & it’s 
likely this trend will only increase. It’s also possible children 
will become familiar with the platform at a younger & 
younger age. So it’s important to understand the positives & 
negatives of the platform.

PETE BADH is a writer with 
over 10+ years in research 
and analysis. Working within 
a specialist area for West 
Yorkshire Police, Pete has 
contributed work which has 
been pivotal in successully 
winning high profile cases in 
court as well as writing as a 
subject matter expert for 
industry handbooks.

Tips To Protect 
Your Child

APPLY ‘RESTRICTED MODE’

CHANGE WHO CAN SEE VIDEOS

BLOCK CONCERNING USERS

Restricted mode helps to hide any mature or unpleasant videos 
from your children. It usese YouTube’s own automated system 
& looks at what other users �ag as inapprpriate content. It must 
be enabled in the settings menu on each individual devices.

You can change who can view your child’s content 
in the settings. Options include Public (available to 
all), Private (only available to people you share it 
with & cannot be shared) or Unlisted (available to 
people you share it with & can be shared further).

To help protect your child from cyber-bullies, harassment or 
persistent o�ensive comments, you can ‘block’ individual 
users. Doing so hides your child’s videos from the user & stops 
the user being able contact your child in any way.

GET TO KNOW POPULAR channels

SOURCES: https://support.google.com/accounts/answer/1350409   • https://support.google.com/youtube/answer/6401182  • https://support.google.com/youtube/answer/2802272?hl=en-GB
 https://support.google.com/youtube/answer/7354993?hl=en-GB  • https://www.youtube.com/intl/en-GB/yt/about/policies/#community-guidelines  https://www.ofcom.org.uk/_data/assets/pdf_-

�le/0024/134907/Children-and-Parents-Media-Use-and-Attitudes-2018.pdf  • https://www.raisingdigitalnatives.com/youtube-parenting/
 https://www.net-aware.org.uk/networks/youtube/  • https://www.theguardian.com/technology/2019/jan/16/youtube-bans-dangerous-pranks-after-bird-box-challenge 



USE PRIVACY SETTINGSTALK ABOUT ONLINE DANGERS ENABLE RESTRICTED MODE

LEARN HOW TO REPORT AND 
BLOCK INAPPROPRIATE CONTENT

EXPLORE AND LEARN YOURSELF MODERATE SCREEN TIME

AGE RESTRICTION
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of a parent or legal 
guardian required.

Assuming your child is above the age limit to use 
the app, make sure you also take the time to talk 
to them about what they are seeing on the app. 
Have a dialogue, get them to give you their 
opinion on what is appropriate and model the 
correct behaviour for them. God over why they 
shouldn’t give out private information or 
identi�able photos and be positive and understanding 
of them. In the long run, getting them to think critically about what 

Undoubtedly, the easiest way to 
safeguard your child on TikTok is to 
make sure their account is set to 
private. This means only those users 
your child approves can view, like, and 
follow their content. Setting the accouint 

Understanding and learning the app yourself is 
a great way to get to grips with TikTok. You 
could then even use the app with your child and 
watch some videos with them. If you are the 
parent of a teen, even if it does not make you 
popular, keep a close eye on what they’re 
viewing and sharing. That said, it’s a brilliant 
chance to turn it into a bonding opportunity with 

With the proper privacy setting sin place, TikTok 
can be a safe space for your child to express 
themselves. However, just in case something 
does manage to slip through, make sure your 
child knows how to recognise and report 
content that isn’t appropriate and get them to 
come to you about what they have seen. TikTok allows users to 

In the digital wellbeing section there’s 
the ability to turn on restricted mode 
using a PIN. Restricted mode �lters out 
content that is not age appropriate 
although it should be noted that this 
isn’t always 100% fool proof. When 
enabling restricted mode, parents 
should still be vigilant to what their child 

As entertaining as TikTok is, you can help your 
child moderate their time on the app by making 
use of the digital wellbeing section. Under the 
screen time management option, you can limit 
the daily allotted time allowed on the app in 
increments ranging from 40 to 120 m inutes. You 
can also lock this preference behind a PIN number 

they’re seeing goes a long 
way to keeping them social 
media savvy.

is watching and take 
note that the 
algorithm 
moderating contect 
is not infalible.

to porivate may clash with your child’s goal of 
social media superstardom, but it will keep their 
account secure from strangers. This setting can 
be enabled under the privacy and safety menu 
by pressing the ellipsis in the ‘me’ tab of the 
app. To be extra safe, there are additional 
controls available to toggle such as who can 
send comments and messages, among other 
options.

your child also. You could 
even unleash your inner 
performer and make videos 
with them while (more 
importantly) keeping them 
safe online.

report o �enders and 
comments within the app. You 
can also block individual users 
by going on their pro�le.

which has to be inputted 
in order to then exceed 
the daily time limit. This 
way your child can get 
their daily does of memes 
without wasting away the 
day.
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Status of Mind: Social media and young people’s mental health | Life in Likes - Children’s Commissioners Report | Google Play Store | https://support.snapchat.com/en-US
 https://netsanity.net/snapchat-parent-review/ | BT.com | Independent.co.uk
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Top Tips for Parents
THE RISKS OF SEXTING USE ‘GHOST MODE’ TURN OFF ‘QUICK ADD’

RESTRICT STORY VIEWS

It can be slightly awkward talking about 
this topic with your child, but if it helps 
them protect themselves, it is worth it. 
Talk to them about the consequences of 
sexting and make sure that they’re aware 
of the risks. Ensure your child knows that 
‘Snaps’ can be screenshotted. Teach them 
that if they post anything potentially 
embarrassing or harmful (either of 
themselves or someone else) it can have 
severe consequences as the message, 
image or video can be shared further.

We highly recommend enabling ‘Ghost 
Mode’ on the app so that your child’s 
location will no longer be visible to 
anyone on the ‘Snap Map.’ To enable 
this, go onto the Snap Map and tap the 
cog in the top-right corner. Here, change 
the setting to ‘Ghost Mode.’

Your child can add videos and images 
to their ‘Story’ throughout the day 
which will last for 24 hours. By default, 
anyone in a user’s friends list can see 
their story. We recommend checking 
the privacy settings to ensure that  this 
has not been edited. This can simply be 
done in the apps settings under the 
‘Who Can View My Story’ section. The 
options to choose from are ‘My 
Friends,’ ‘Everyone’ or ‘Custom’ - we 
suggest that it is set to ‘My Friends.’

Advise your child never to send any 
negative messages (or images through 
gallery in the chat on the app) as 
screenshots can still be taken. You 
should also advise your child to 
screenshot any negative comments 
they receive as the sender can also 
delete them. To delete a message, 
simply press and hold the sent message 
and press delete.

‘Quick Add’ helps friends find each other 
on the app. This is based on mutual 
friends or if their number is in their 
phone book. Explain to your child that 
this feature can open up their profile to 
strangers. We highly recommend that 
your child turns o� the ‘Quick Add’ 
feature. This can be done in the settings.

If your child comes across inappropriate 
Snapchat content sent directly to them 
or in another person’s story, advise them 
to report it immediately. This may 
include an inappropriate lens, filter, 
message or snap. To report an o�ensive 
lens, they should open the app and 
select the lens they want to report. An 
info button will appear above the lens. 
Click this, followed by the flag icon. This 
will send a report to Snapchat for further 
investigation. Reports can also be made 
on the Snapchat support website: 
support.snapchat.com.

REPORTING A STORY, LENS, 
FILTER, SNAP OR MESSAGE

HOW TO DELETE A MESSAGE

What parents need to know about

SNAPCHAT



Top Tips for Parents

What parents need to know about

INSTAGRAM
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SOURCES:

Edition.cnn.com/2019/03/01/uk/nspcc-grooming-social-media-report-scli-gbr-intl/index.html, 

businessinsider.com/instagram-child-grooming-cases-rise-239-in-the-uk-says-nspcc-2019-3?r=US&IR=T, 
telegraph.co.uk/news/2019/02/07/hits-chest-instagram-boss-reveals-molly-russells-suicide-made, 
socialmediaexplorer.com/social-media-marketing/how-to-get-on-instagrams-explore-page/

RESTRICT DIRECT MESSAGES

REMOVE PAYMENT METHODS

SCROLLING

LOOK OUT FOR #ADS

FILTER INAPPROPRIATE
COMMENTS

USE A PRIVATE ACCOUNT

TURN OFF SHARING

DON’T FORGET TO BE VIGILANT
& TALK TO YOUR CHILD ABOUT
THEIR ONLINE ACTIVITIES!

PROTECT THEIR PERSONAL info

bbc.co.uk/news/technology-46960179
gazettelive.co.uk/news/teesside-news/check-your-childs-instagram-account-15889294
dailymail.co.uk/sciencetech/article-4754296/Millennials-spend-half-hour-Instagram-day.html
minutehack.com/opinions/how-did-we-get-so-addicted-to-social-media
facebook.com/watch/?v=2021766097857435
rsph.org.uk/about-us/news/instagram-ranked-worst-for-young-people-s-mental-health.html

If your child receives a message from 
somebody they do not know, encourage 
them not to accept their message request 
and ‘block’ this person; this is the only way 
to stop them messaging your child again. 

In January 2019, the UK’s Competition 
and Markets Authority launched an 
investigation into celebrities who were 
posting adverts on social media and not 
declaring that they were paid for. 
Influencers must clearly state that they 
have been paid for their posts, for 
example using a hashtag like #ad or 
#sponsored. Teach your child to look out 
for the signs of a paid post/advert and 
discuss with them that not everything 
they see from celebrities is their personal 
choice and opinion. 

If you are happy for your child to have a 
card associated with their Instagram 
account, we suggest adding a PIN which 
needs to be entered before making a 
payment; this will also help prevent 
unauthorised purchases. This can be 
added in the payment settings tab.

Instagram added a ‘You've completely 
caught up’ message in late 2018. This 
message breaks up the feed and notifies 
you when you are up to date and there 
are no more new posts from followers. 
This features is enabled automatically, but 
have the conversation with your child 
about how much time they are spending 
on the app and set healthy time limits.

By default, any image or video your child 
uploads to Instagram is visible to anyone. 
A private account means that you have to 
approve a request if somebody wants to 
follow you and only people you approve 
will see your posts and videos.

Even though this feature will not stop 
people from taking screenshots, it will 
stop others being able to directly share 
photos and videos from a story as a 
message to another user. This feature can 
be turned o� in the settings. We also 
recommend turning o� the feature which 
automatically shares photos and videos 
from a story to a Facebook account.

Instagram has an ‘anti-bullying’ filter, 
which hides comments relating to a 
person’s appearance or character, as 
well as threats to a person’s wellbeing or 
health. The filter will also alert Instagram 
to repeated problems so they can take 
action against the user if necessary. This 
is an automatic filter, but it can be 
turned o�. Make sure it is turned on in 
the app’s settings.

Your child may unknowingly give away 
personal information on their profile or in 
their live streams. Talk to them about 
what their personal information is and 
make sure that they do not disclose 
anything to anyone during a livestream, 
comment, direct message or any other 
tool for communication on the platform, 
even to their friends.




